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1. Introduction of the Erasmus+ project CYBERUP

The Erasmus+ project CYBERUP (2023-1-CY01-KA210-ADU-000150806) main
objective is to develop knowledge, attitudes and digital skills applied to
cybersecurity in seniors for a more efficient and inclusive use of the most
common digital technologies in people over 60 years old with low digital skills.

Today's widespread use of technology, accelerated by the COVID-19 pandemic,
increases the importance of access to digital devices and the Internet, and of
acquiring the digital skills needed to participate in society but above all, to make
safe and equitable use of new technologies and avoid becoming a victim of
cybercrime. The widespread use of technology in all areas of life has also led to
significant risks, including misinformation and disinformation, misuse of
personal data and the possible translation of the digital divide into a learning
divide, leading to further inequalities.

These developments reinforce the need to pay more attention to digital skills
especially for seniors, and to foster citizenship skills. Cyberattacks and
cybercrime are on the rise across Europe, and are becoming increasingly
sophisticated. This trend will continue to worsen in the future.

This project aims to respond to the needs of digital transformation in terms of
cybersecurity literacy to ensure a safe digital transition in both education and
society. The main objective of this project is to develop knowledge, attitudes
and digital skills applied to cybersecurity in seniors for a more efficient and
inclusive use of the most common digital technologies in people over 60 years
old with low digital skills.

Specific objectives:

e To provide trainers with a tool that assists them in promoting lifelong
learning in digital skills and cybersecurity in the field of adult education.

e To promote digital literacy in terms of cybersecurity for seniors to avoid
digital threats and reduce cybersecurity skills gap.

e To raise awareness on the need and importance for empowering seniors
towards a more safe and fair digital transformation.

The project objectives are linked to the priorities established as follows:

Funded by the European Union. Views and opinions expressed are however those of the
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- Digital Erasmus+. This project aims to respond to the needs of digital

transformation in terms of cybersecurity literacy to ensure a safe digital
transition in education and society as well.

- The setup or enlarging of an access to upskilling pathways for adults with a
low level of skills. The project aims to address the needs of the main target
group (adult people over 60 years old with low digital skills) in terms of digital
safety and empower them towards a more inclusive digital transformation
through a tailored training on cybersecurity literacy.

- Extending and developing the competences of educators and teachers. The
project aims to support the promotion and implementation of cybersecurity in
adult education (through the methodological guide for trainers) as a
fundamental aspect to help achieve a fairer and safer transition in the current
digital education.

1.1 Participant Profile and Research

First step of the project is the creation of the “Guide to safe and responsible use
of the Internet for Adult Education Trainers”. This guidecontain, on the one
hand, relevant information on the current situation of seniors in terms of their
digital and cybersecurity skills in the partner countries, as well as the new
challenges they face, as well as the new challenges they face. On the other
hand, it contains information, resources and methods to help trainers apply and
promote cybersecurity as part of lifelong learning in the field of adult education.

The needs analysis report on attitudes and needs related to digital skills applied
to cybersecurity in seniors for a more efficient and inclusive use of the most
common digital technologies in people over 60 years old with low digital skills.
Participants' profiles are based on seniors over 60 years old, from both
countries involved in the project, Cyprus and Spain. This population group has
gone digital to a considerable degree in the last two years, precisely because of
their increasingly constant use of technological tools in the wake of the covid-19
pandemic years, increasing the risk of becoming an easy target for
cybercriminals who take advantage of their vulnerability. The methodology
followed in this study report is based on a questionnaire with a focus group
based on the target group with 10 questions to collect the necessary information
for the creation of this methodological guide for each country involved in the
Erasmus+ project, Cyprus and Spain.

Funded by the European Union. Views and opinions expressed are however those of the
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The report comes from having first done an individual one for each country and

through this report we bring together a research phase of literature needs and
the practical phase, having used the two focus groups. Each focus 54.5%
seniors from Spain and 45.5% seniors from Cyprus with 15 participants. men
and women, ages in between 60 to 95. 70% were aged between 60-67 years
old in Spain and in Cyprus. But we were also seniors in their 70’s, 80,s and also
90,s.

1.2 . Data collection and results

The selected group of seniors selected from both countries involved, Cyprus
and Spain, with the focus group based in 15 people per country, has gone
digital to a considerable degree in the last two years, precisely because of their
increasingly constant use of technological tools in the wake of the covid-19
pandemic years, increasing the risk of becoming an easy target for
cybercriminals who take advantage of their vulnerability. This population group
grew up in a generation in which these technologies did not exist and they are
afraid to use them, which makes them even more vulnerable in terms of digital
security.

First, Participants' profiles are based on seniors over 60 years old from both
countries involved. 54.5% seniors from Spain answered the report and 45.5%
seniors from Cyprus. Age can intersect with other socioeconomic factors, such
as income, education, and geographical location, influencing disparities in
digital literacy and access to technology. ldentifying age-specific barriers to
digital inclusion can inform policies and initiatives aimed at reducing the digital
divide and promoting equitable access to digital resources and opportunities for
individuals of all ages.

Overall, considering was focused about digital literacy valuable insights into
how digital skills, attitudes, and behaviors is a necessity to the target group of
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this project, to face the cognitive challenge of acquiring new skills and abilities;
and secondly, it favors their autonomy and emotional well-being since
technology breaks down the barriers of loneliness and isolation, but also to be
integrated into the new digital era, to promote digital inclusion, enhance digital
literacy education, and address the diverse needs and preferences of
individuals across the lifespan. Regarding the age, most of the respondents
were between 60-67 years old in Spain and in Cyprus. But there are seniors in
their 70°s, 80,s and also 90,s. too.

The project partners, in this project, Connecting Dots from Cyprus and Inercia
Digital from Spain delivered a questionnaire, with 10 questions implemented in
a google form which was distributed to 15 stakeholders in Cyprus and 15
stakeholders in Spain. Below we show the explanation of the results for each of
the questions in the questionnaire. With it we intend to have a better vision and
understanding of the real use that people over 60 years of age make of
technologies, and digital use in their daily lives, and thus find and better design
a future digital security and usage guide.

It has been the facilitators and staff of our organizations who have been able to
recapitulate the answers to the questions that they were mentioning. Their
accessibility when distributing them since they can be easily shared through a
link and can be completed from any device connected to the Internet, be it a
computer, mobile phone or tablet; and the automatic collection of responses
that Google stores directly in a spreadsheet, thus facilitating the analysis of the
data collected during the investigation.

Target group of the research phase expressed the use of digital devices such as
smartphones, computers, tablets every day.

e Necessity one: use of digital devices: that shows a significant
proportion of participants who use digital devices daily, indicating a high
level of engagement with technology in their daily lives. With nearly half
of the participants using digital devices every day, it underscores the
integral role that technology plays in modern society.

e Necessity two: Basic usage implies that the target group may primarily
use social media platforms for fundamental functions such as browsing,
viewing content, or occasional posting, without extensively utilizing
advanced features or engaging in interactive or participatory activities
like creating content, networking, or joining online communities. This
suggests varying levels of social media literacy among users, with some
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potentially needing support or guidance to leverage social media

platforms more effectively.

e Necessity three: digital communication. The Target group of the
Research when it comes to most of them are aware of the very
basics.The results are about the skills in using social networks such as
Facebook, Twitter or Instagram stated regularly, and very basic.

e Necessity four: confident. Tailored workshops, tutorials, and educational
materials can help seniors to improve their skills and confidence in
organizing and managing digital files more effectively.

e Necessity five: Daily use for modern life. With nearly a third of
participants accessing the internet daily, it underscores the pervasive role
of the internet in modern life. Daily internet access has become essential
for various activities, including education, and online transactions, but of
course communication, information retrieval and entertainment, which is
a strong use for most of the respondents as they wanted to make it clear.

e Necessity six: Interest in learning and participation of it. Understanding
the reasons behind the reluctance to participate in digital literacy
programs can inform the development of more effective and inclusive
initiatives aimed at promoting digital inclusion and empowering older
individuals to leverage technology for personal enrichment, social
connectivity, and lifelong learning. Strategies to increase participation
may be offered concerning the practical benefits of digital literacy skills
for elderly groups, and addressing misconceptions or concerns about
technology.

e Necessity seven: Use of social media. The participants on the research
would like to know better how to use social media and a variety of
applications that are available on smartphones for watching live football,
online paying, etc. The interest in improving social media skills highlights
the importance of online socialization and connectivity for seniors.
Participants are interested in staying connected with friends and family,
engaging with communities of interest, and access information and
entertainment.

e Necessity eight: lack of access. When it comes to having access to
support resources to improve their digital skills highlights several
important considerations such a lack of access to resources specifically
designed to help them improve their digital skills and cybersecurity to feel
comfortable using it. This could include the actual development of the
present Guide.
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2. Internet Safety

Through this guide, the opportunity to know more about the needs and
challenges that seniors are currently facing in the partner countries, gain deeper
knowledge on cybersecurity and know how to apply it among the seniors
community to help them become part of the digital transition in a more
participative, but above all, in a safe and responsible manner. To achieve so, it
is important to place trainers as transmitters of all knowledge, skills and
behaviors that promote cybersecurity literacy and ensure the digital safety of the
seniors population.

Internet safety and technology use are increasingly relevant issues, especially
for seniors. As technology becomes an integral part of our daily lives, it is
important that all people, including seniors, are informed and protected.

Digital skills for work and life are one of the top priorities on the European policy
agenda. The EU digital skills strategy and related policy initiatives aim to
improve digital skills and competencies for digital transformation.

The Digital Competence Framework for Citizenship, also known as DigComp,
provides a common language to identify and describe key areas of digital
competencies. It is an EU-wide tool to improve the digital competence of
citizens, help policy makers to formulate policies that support the development
of digital competence and plan education and training initiatives to improve the
digital competences of specific groups. This frame of reference will help us
make this methodology for seniors. as this is a framework that defines the key
components of digital competence in differents areas such as articulating of
information needs, locating and retrieve digital data, information, and content,
judge the relevance of the source and its content and Identify needs and
problems, and resolving conceptual problems and problem situations in digital
environments for seniors, including digital tools to innovate processes and
products to Keep up-to-date with the digital evolution.

It is crucial to provide education and awareness about internet safety and
technology use to seniors. This includes teaching them about the importance of
strong passwords, how to recognize and avoid online scams, how to protect
their personal information, and how to safely use social media and other online
platforms. Seniors should be aware of the importance of protecting their
personal information online, such as social security numbers, credit card
numbers, and passwords.
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2.1. Digital Literacy

Digital literacy refers to the ability to use digital technologies effectively and
critically. It involves not only technical knowledge of how to use devices and
software, but also the ability to evaluate, analyze and create digital information
responsibly. According to Jones (2020) it is an essential competence in
contemporary society, and in this specific case for the seniors groups that are
digital immigrants, where digital technologies are omnipresent in almost all
aspects of daily life, work and education. But for the Seniors it is crucial to
facilitate active participation in the digital society, allowing them to engage in
public debates, access government services and participate in the digital
economy but also to promote social Inclusion that reduces the digital divide,
ensuring that everyone, regardless of age, has the same opportunities to
access and benefit from digital technologies.

There are several aspects about Digital Literacy that must be considered such
us:

Technical Skills, basic knowledge of how to operate devices such as
computers, tablets and smartphones, as well as the use of software and
applications.

In the context of the digital age, these often relate to the use of technology and
software. Common technical skills:

e Programming and Coding: Understanding languages such as Java,
HTML, JavaScript.
System Administration: Managing operating systems (Windows, Linux),
Technical Writing: Documenting processes, creating user manuals,
writing technical reports.

e Basic Computer Skills: Operating a computer, using operating systems,
managing files and folders.

e Internet Proficiency: Effective use of search engines, understanding
URLs, and navigating websites.

e Communication Tools: Using email, instant messaging, video
conferencing tools (Zoom, Skype).

Funded by the European Union. Views and opinions expressed are however those of the
Education and Culture Executive Agency (EACEA). Neither the European Union
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e Social Media Literacy**: Understanding social media platforms,

managing privacy settings, creating content.
Integrating Technical Skills and Digital Literacy

Both technical skills and digital literacy are crucial in today's workforce and
everyday life. That is why we must Incorporate both technical training and digital
literacy programs in the educational curriculum, and encourage continuous
learning and professional development through online courses, workshops, and
certifications. Establish organizational policies that promote responsible use of
technology and continuous upskilling and develop community-based programs
to improve digital literacy among various age groups and socio-economic
backgrounds. But ensuring access to necessary technology and resources for
learning and application of both technical skills and digital literacy.

By combining technical skills with digital literacy, individuals can not only
perform specific tasks more effectively but also navigate the digital world
responsibly and critically.

Information Comprehension, ability to search, evaluate and manage online
information effectively and critically. This includes recognizing reliable sources
and detecting false or biased information. Digital information comprehension
involves understanding, interpreting, and critically analyzing information from
digital sources. As digital media becomes the primary source of information for
many, developing these skills is essential for navigating the digital world
effectively and responsibly. We must follow the following step for a complete
comprehension:

e First step: assessing the credibility and reliability of digital sources,
including websites, blogs, and social media. Identifying the authorship,
publication date, and intent behind digital content.

e Second step: Evaluating the accuracy and validity of information found
online.

e Third step: Recognizing biases, propaganda, and misinformation in
digital media.

e Fourth step: Contextual Understanding, which means interpreting digital
information within its broader context, including cultural, social, and
historical perspectives, understanding how digital content can be
influenced by its platform and audience.

Funded by the European Union. Views and opinions expressed are however those of the
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By developing digital information comprehension skills, individuals can navigate

the complexities of the digital world, make informed decisions, and fully
participate in modern society.

Ethically and responsibly in the digital environment, respecting the rules of
conduct and laws related to the use of digital technologies.

In summary, digital literacy is a fundamental competency in the modern world,
which not only improves people's ability to use technologies, but also enhances
their ability to participate fully and effectively in the digital society. Promoting
and improving digital literacy is essential to create a more equitable society.

One of the most serious problems is potential violations of data ethics, ( Knight,
2015)" Data ethics refers to the use of data in accordance with the wishes of the
people whose data is being collected.

Organizations are facing growing pressure to handle consumer data responsibly
and transparently. As such, they need to attend to questions of data usage,
digital ethics, and privacy technology. Indeed, organizations should not only
understand the ethical issues behind data collection and the current regulatory
environment. they should proactively implement a plan and practice of data
ethics.

The second factor is the increasingly normalized collection of data from online
activity. Users generate data when they shop, use search engines, or interact
on social media. Data can be collected ethically, as when consumers willingly
submit their information to retailers. However, most of the time, third parties
without a direct relation to users collect online data through cookies or other
sources. This is an ethically questionable practice.

Some laws are on the side of protecting the citizen/consumer. For instance,
under the European Union’s General Data Protection Regulation (GDPR?),
companies must gain an individual’s explicit consent to collect their data for
each purpose data is used for. Data subjects may also withdraw their consent at
any time.

Elsewhere in the world, the data privacy regulatory landscape is in a similar
state of upheaval. Given disparate privacy laws and historical and cultural
differences between countries, a unified approach is unlikely. However, most

! Knight, Alison. "Data Analytics and the GDPR: Friends or Foes?" Data Privacy Review 8, no. 2 (2015):
123-145.

2 https://gdpr-info.eu/

Funded by the European Union. Views and opinions expressed are however those of the
Education and Culture Executive Agency (EACEA). Neither the European Union

nor EACEA can be held responsible for them.

11


https://gdpr-info.eu/

Co-funded by

Erasmus+Project Cybersecurity literacy to empower seniors the European Union

towards safe Digitalisation
N2 2023-1-CY01-KA210-ADU-000150806

12
countries do share some key data protection elements. These include
restrictions on cross-border transfers for personal data, notification in the event
of a data breach, and individual access and correction rights.

2.2. Online Communication

Effective online communication is essential in today's digital age, whether for
personal interactions, professional collaborations, or educational purposes. To
understand the processes we must talk about different aspects of digital
communication. Online communication refers to the exchange of information
and ideas through digital platforms, including emails, instant messaging, video
conferencing, social media, and other online channels.

There are different types of Digital Communication:

e Synchronous Communication Real-time interaction, such as video calls,
live chats, and webinars.

e Asynchronous Communication Delayed responses, such as emails,
forum posts, and recorded videos.

According to the type of communication we focus on criteria Selection:

e The purpose, which determines the purpose of communication that could
be casual chat, formal meeting, collaborative project, etc.

e Audience: Consider the preferences and technical capabilities of the
audience.

e Evaluate features such as file sharing, video conferencing, screen
sharing, and integration with other tools.

e Ensure the platform offers robust security measures to protect sensitive
information.

Popular Platforms involving Digital communication:

Emails: gmail, hotmail

Instant Messaging: Slack, Microsoft Teams

Video Conferencing: Zoom, Google Meet
Collaboration Tools: Trello, Asana

Social Media: Instagram, Facebook, Whatsapp, Twitter

Funded by the European Union. Views and opinions expressed are however those of the
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All these platforms are using digital communication, for different purposes, and

involve text and images that communicate in different ways to the audience.

Ethics in online communication are crucial as digital platforms become
increasingly integral to our personal, professional, and educational interactions.

Online Communication must be based on treating others with respect,
regardless of differences in opinions, backgrounds, or beliefs and avoid
inflammatory language, personal attacks, or discriminatory remarks, being
transparent about your identity and intentions when communicating online.
Avoid misleading or deceptive practices, such as using fake identities or
spreading misinformation, but also respect the privacy of others and avoid
sharing sensitive information without consent.

In conclusion, understanding the different types of online communication,
choosing the right platforms, adhering to best practices, and continuously
improving your skills, you can communicate more effectively and achieve your
personal and professional goals.

2.3. Digital identity and footprints

A. Digital identity and footprints refer to the online presence and activities
that individuals create as they interact and engage in digital
environments. Digital identity is the representation of an individual's
identity online. It includes personal information, online behavior,
interactions, and activities across various digital platforms.

Components of Digital Identity:

e Personal Information: Name, age, gender, location, and other identifiable
details shared online.

e Online Profiles: Social media profiles, professional networking profiles
(LinkedIn), and accounts on various websites.

e Online Behavior: Interactions, posts, comments, likes, shares, and
contributions across digital platforms.

e Digital Assets: Content created and shared online, such as photos,
videos, blogs, and articles.

Digital identity shapes how individuals are perceived online and can influence
opportunities in education, employment, and social interactions.

Funded by the European Union. Views and opinions expressed are however those of the
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It is crucial for managing privacy, security, and reputation in the digital realm.

B. Digital footprint refers to the trail of data left behind by an individual's
online activities. It encompasses all digital interactions and contributions
made across the internet.

Types of Digital Footprints:

e Active Footprint: Intentional actions such as social media posts,
comments, uploads, and interactions.

e Passive Footprint: Data collected about an individual through online
activities, such as browsing history, cookies, and digital transactions.

Characteristics of Footprint:

e Permanence: Information shared online may remain accessible and
searchable indefinitely.

e Visibility: Digital footprints can be visible to others, influencing how
individuals are perceived online.

e Impact: Footprints can affect reputation, privacy, and opportunities in
education, employment, and personal relationships.

In order to manage your footprint you must follow the steps:

e Privacy Settings: Adjust privacy settings on social media and other
platforms to control who can view your information.

e Think Before You Share: Consider the potential impact of your posts and
contributions before sharing online.

e Monitor and Clean Up: Regularly review your digital footprint, delete
outdated or irrelevant content, and manage online profiles.

e Transparency: Be transparent about how personal information is used
and shared online

e Respect: Respect others' privacy, intellectual property rights, and digital
boundaries.

e Take responsibility for your online actions and digital footprint.

Understanding digital identity and footprints is essential for navigating the digital
landscape effectively. You can enhance your online presence, protect your
privacy, and build a positive digital reputation understanding first the use and
ways to communicate online.

Funded by the European Union. Views and opinions expressed are however those of the
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2.4. Privacy and Security

Privacy in digital communication refers to the right of individuals to control the
collection, use, and dissemination of their personal information transmitted over
digital channels.

Key Concerns in Digital Communication Privacy

e Data Collection: Avoiding unauthorized collection of personal data by
third parties.

e Data Sharing: Controlling who has access to personal information and
how it is shared.

e Consent: Ensuring individuals give informed consent before their data is
collected or used.

Smith (2021) emphasizes the importance of cybersecurity in protecting sensitive
data. Security in digital communication refers to measures taken to protect the
integrity, confidentiality, and availability of data transmitted and stored online.

Key Concerns:

e Cyberattacks: Protecting against unauthorized access, malware,
phishing, and other cyber threats.malicious activities conducted through
digital channels with the intent to compromise computer systems,
networks, or devices, and to steal, alter, or destroy data. These attacks
can have serious consequences for individuals, businesses, and
organizations. Most common are Malware which is malicious software
designed to infiltrate or damage a computer system without the user's
consent. Some examples would be viruses, worms, ransomware,
spyware. The impact of the cyber attackers disrupt operations, steal
sensitive information, or demand ransom payments. A very popular one
nowadays is Fishing, a fraudulent attract that attempts to obtain
sensitive information (such as usernames, passwords, credit card
details) by posing as a trustworthy entity. Examples of fishing very
important nowadays are fake emails, websites, or messages that appear
legitimate but are designed to deceive users. The impact of it is of
course, identity theft, financial loss, unauthorized access to accounts.
Denial-of-Service (DoS) is another example of cyber attack concerning
overwhelming a network, server, or website with a flood of traffic to
disrupt normal operations. The consequences are flooding a server with
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excessive requests or coordinating attacks from multiple sources,

producing the direct impact of service disruption, loss of revenue, and
reputational damage.

How can we mitigate cyberattacks

e Implement firewalls, antivirus software, and intrusion detection systems
to protect against malware and unauthorized access.

e Conduct cybersecurity awareness training to teach employees and
individuals how to recognize phishing attempts and other social
engineering tactics.

e Regularly update software, operating systems, and applications to patch
vulnerabilities and protect against known security threats.

e Use strong, unique and enable multi-factor authentication to add an extra
layer of security for accessing accounts and systems.

Data Protection Laws:

Familiarize yourself with data protection regulations such as GDPR® (General
Data Protection Regulation) in Europe. Ensure compliance with legal
requirements regarding data collection, processing, and storage:

In conclusion, privacy and security in digital communication are essential for
protecting personal information, maintaining trust, and mitigating risks
associated with cyber threats. Staying informed about emerging threats, and
prioritizing ethical considerations, individuals and organizations can enhance
their digital resilience and safeguard sensitive information effectively.

2.5 Recommendations for responsible habits

Responsible cybersecurity habits are essential to protect personal information
and maintain digital safety. Implementing the following recomendation practices
the user could significantly enhance the cybersecurity posture and help protect
against various cyber threats.

e Use strong, unique Passwords: create complex passwords using a
combination of letters (both uppercase and lowercase), numbers, and
symbols.

e Avoid using the same password across multiple accounts. Consider
using a password manager to keep track of and generate strong
passwords.

3h : r-lex.eur . | |-content/EN/TXT/PDF/?uri=CELEX:32016R067
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e Keep software updated: regularly update operating systems,
applications, and antivirus software to protect against the latest threats.
Enable automatic updates when possible.

e Be wary of phishing Scams: do not click on links or open attachments in
unsolicited emails or messages. Verify the authenticity of requests for
personal information.

e Secure your devices: use antivirus and anti-malware programs. Lock
your devices with a password, PIN, or biometric method.

e Use secure connections: avoid using public Wi-Fi for sensitive
transactions; if necessary, use a virtual private network (VPN). Ensure
websites are secure (look for "https://* in the URL) before entering
personal information.

e Limit sharing of personal information: be cautious about the amount and
type of personal information shared online. Review privacy settings on
social media platforms and adjust them for maximum security.

3 Practical Activities:

This section contains 15 practical activities divided into the 4 main topics of the
guide: Digital Literacy, Digital Communication, Digital identity, Privacy and
security.

Each activity is following_the structure below: Name, Objective, Needs, Material
needed and Instructions to perform ir, if needed, we add infographics or pictures
to help the user to perform it or examples in case it is required.

The images used in this section come from screenshots of the page cited for
the activity, (Facebook, Google, etc) and images created with Al through
freepik.es used legally as free images.

The order of activities can be altered according to your convenience.
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A: Digital Literacy

1: Activity: “Evaluating Online Sources”

Feedback

The objective of this activity is to learn to assess the credibility of online
sources. Based on it, the Needs are related to the Knowledge of researching
online with veracity. To perform this activity the Material needed will be a
Computer or tablet with Internet access. This activity takes 40 minutes and it

should be performed in pairs.

The activity consists of a list of websites provided for you to evaluate each site's
reliability, accuracy, and bias. Criteria may include checking the author’s
credentials, the website’s domain, and cross-referencing information with

trusted sources. First you will see an example.

Example: www.cdc.gov
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HEALTH TOPICS OUTBREAKS ABOUT CDC Q SEA|

Cancer Preventic
Starts in

Childhood

The following are examples of the information you should search for the activity
websites:

e Author’'s Credentials: Articles and information are typically written by
experts in public health, epidemiology, and medical research.
Website’s Domain: .gov (official government website, highly reliable).
Cross-Referencing Information: The CDC is a primary source for public
health information and widely referenced by other reputable sources.

e Bias and Objectivity: Generally objective, focused on evidence-based
information, though some political influence may exist as it is a
government agency.

Now, Please check the webpages to evaluate in pairs:

www.naturalnews.com

www.nytimes.com

Funded by the European Union. Views and opinions expressed are however those of the
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Ehe New ork Eimes

www.theonion.com

Zthe ONION . £ @u @ O

WWW.Snopes.com

B T T Y
gﬂst SUBMITARUMOR  LATEST TRENDWG NEWSSFPOLTICS  ENWTERTAINMENT FACTOHEGKS QUIZ

a

Faatursed Latst Misw AR

Pic Shows Bulet Flying Past
Trump?

Trump Golfed the Day After
| Assassination Atlempt? Hore's.

www.infowars.com

ORDER NOW!

The next step is the evaluation criteria: the following list of quality criteria has
beencreated for you as a guidelines to be able to evaluate as much aspects as
you can from the different web pages suggested:

e Check the author’s background: Look for information about the author’s
qualifications, expertise, and other articles they have written.
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e Authors with relevant degrees, professional experience, and a history of

accurate reporting are more credible.

e Government and educational domains: Sites ending in .gov, .edu, and
reputable organizations’ .org are generally reliable.

e Commercial domains: Sites with .com and .net require more scrutiny as
they can be owned by anyone.
Check if other reputable sites report the same information.
Fact-checking sites: Use sites like Snopes, FactCheck.org, or PolitiFact
to verify claims.

e |dentify bias: Analyze the language used (is it neutral or emotional?), the
range of perspectives presented, and the site’s funding sources.

e Evaluate whether the site provides balanced viewpoints or pushes a
specific agenda.

After discussing and checking all the websites, make your decisions according
to the criteria, take notes because in activity 2, 4 and 5 you will need that first
research on the websites mentioned before.

2: Activity: “Advanced Search Techniques”

g.‘;.s-‘—

The objective of this activity is to improve search engine skills. According to
that, the needs are advanced search operators (e.g., quotes for exact phrases,
minus signs to exclude terms) and specific search tools like Google Scholar for
academic articles. To perform this activity the material needed is a computer or
tablet with internet connection.

Instructions: Use advanced search operators and Google Scholar to find
academic articles on the impacts of climate change on biodiversity or in other
topics you may be interested in. This Activity takes 40 minutes.

Funded by the European Union. Views and opinions expressed are however those of the
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The First step will be Formulate a specific research question or topic related to

climate change and biodiversity. Example: "How does climate change affect
biodiversity in tropical rainforests?"

Be aware of the following tips:

e Use Advanced Search Operators: Quotes (" "): Search for exact phrases.
Example: "climate change impacts on biodiversity"

e Minus Sign (-): Exclude terms to narrow down results.
Example: climate change impacts on biodiversity -marine

e Site: Limit your search to specific domains or sites.
Example: site:scholar.google.com climate change impacts on biodiversity

e Filetype: If needed, specify the file type for documents.

Example: climate change impacts on biodiversity filetype:pdf

Now is time to perform the Search, by using Google Scholar
(scholar.google.com) to conduct your research.

Google Academic
B

i the shatidars of glants

= Google Académico  icdwversity

Biodiversity a

B Walke - Conser

[POF) ask-force.org

ML A, gov

Al TN L B
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Please, enter your refined search query using the advanced operators

mentioned before. Then review the search results and evaluate the relevance of
each article based on titles, abstracts, and keywords. Check the citations and
number of times the article has been referenced (if available) to gauge its
impact and relevance. Click on the links to access full-text articles directly from
Google Scholar or through your institution’s library access. Read the selected
articles carefully, focusing on the methodology, findings, and conclusions related
to climate change impacts on biodiversity. After finishing the steps, summarize
key points and insights gained from each article. Please, keep this info available
as you will need it for the next activity 3.

Here you can find a table with the evaluation aspects and one example:

Link Title Abstract Keywords

EXAMPLE

https://www.scienc
e.org/doi/abs/10.11
26/science.113175
8

How Does
Climate Change
Affect
Biodiversity?

Climate change is a
critical driver of
biodiversity loss,
affecting ecosystems
and species
worldwide. This
article reviews the
multifaceted impacts
of climate change on
biodiversity, with a
focus on tropical
rainforests.

Climate Change
Biodiversity

Tropical Rainforests
Temperature Increase
Precipitation Patterns
Species Distribution
Habitat Degradation
Extinction Risk
Conservation Efforts
Ecosystem Disruption
Diseases and Pests
Climate Adaptation

3: Activity: Virtual Collaboration Project

The Objective of this activity is to make use of digital tools for collaboration, and
the Needs covered are tools for collaboration such as Google docs. The
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purpose for the activity is to evaluate and practice your ability to communicate,
share resources, and manage tasks effectively.To perform this activity the
material needed are activities 1, and 2 in this section completed and, computer,
and internet connection.

Now, it is time to perform the activity, it will take 40 minutes. Use Google Docs
to collaborate with other peers or colleagues. Open your gmail account, and
click right up corner to find google docs. There are many ways to open it but
let's use this simple way:

= ’i' Gmail Q,  search mail and chat - ® active ~ (D 8 Google 4
Mo Fd a- ¢ i ,
3
o mbax Ed Blaine, me Invitation: Team UX Syne from 1pm to 2pm an Wednesday — i i
7 Stamed .
Clarence, Villa... =  Chocolate Factory Tour — Congrluletions ding e guoids Account Gmail Dirive
B e Brianna, Jahn. vacaton Surf Sunday? — Great, let's meet at Jack's at 8am, #f
O bt Shirley, Ethan_.. 2 i Road trip photas — Please ch ur road é
¥ Travel
B o B oo . sk o
T Docs Shoets lichas
“irgin Atlaritic Confimatian for Flight VAZ34S SFO to NYC — Wednesday, Moy
Chat
W red.. 3 — H ; ndered 1
£ Jettery Clark Jack FW: Have you ever wondered . % — Have you wver wondensd E
e Sounds great!
4 shiley seriey Hander Phote from my rasd trip — Hi all, here sre same highlights fred o o o
@ L
Richard, Mattew 3 Phogotraphy classes — He emal me abou ieE!
@& Helen, Adam, Gregory
“ " [ R B e
ol Forms Sites Contacts
#  Project Clover Ralzra, Paul Asher Dops... need 16 reschedule = No probilem Paull | am fres sopn
“  Team leads
Zaid, Alex, Shanna. Future of Inbox — Take & ook auer these slides and el ma AbOHT ISR EIE LTI ————
Markating updates
Peter, Chriating Vacstion Bread and cookies — Can
% Project Skylight
Donna, Asher, Simon  Have you seen fhis iv-sho
- Mest
Juhn, Richard, me Lunch plans today? — Massen
G New mesting
Jahin, Ethan, Fiha Meating reschedule? — | Bm sarry, we have 1o reschedule the meeting for tamairow 5

The following step would be that you create a new doc. All individually in
separate computers can add info at the same time, please use the research and
notes from Activity 1 and 2.

You will see how you create the same document without the necessity of being
together in the same room with the same computer. You can share the doc so
that different people can add information at the same time. The following
pictures shows the instructions to perform it properly.
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= Google Docs Fditors Halp @ Nescribe your issus

Shara files from Google Drive

m

pile

are from Goo

= Crive, you can contral whether poople can edit, comment an, or
1 the file, When

2 coatent from Google Drive, the Soogle Drive program

[

m

Step 1: Find the file you want to share

Share a single file

Tip: If you have a pending reguest to share an cpen documeant, at the top right you'll find 2 dot
nexl iy Share +,

1. Ona computss, go rive @, Decs @, Sheete &, $ides @, or Vids 3.

4: Activity: Multimedia Presentation

] A e W G k. W ‘r‘.-i AT e
| | ¥

A
Happy
i Sumimer Pattern <
i

T AT T
l Cata 81 ‘l e
I o IR

Section Break Stide 1.

The objective of this activity is to develop skills in creating digital presentations.
It covers Digital Literacy and Digital Communication. The needs covered is a
topic to present using Google Slides, and the material needed will be a
computer with internet connection.This activity takes more than 1 hour to
perform it correctly.
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Digital presentation can also be performed with the use of an Al plugin like Slide

Al that can enhance your presentation by automating design elements,
generating content, and providing smart recommendations. Atrtificial
Intelligence used can help to generate bullet points or key facts about your
presentation.

Now is time to practice. Use the previous topic activity 1, 2 and 3 to present
using Google slides. You should incorporate text, images, videos, and
interactive elements to create a compelling presentation. The following picture
will help to start. When you can open google options, look for slides, click and it
will be open to start the creation:

'\w“e@ @ B - :-::-Slldeshnw '-.; = 4 ﬁ

G + | 5 o T Background  Layout = Theme
R IO gy o : [ Create an image with Gemini

Soccer tall in front of a goal with
goslie's outstretched hand

Creating..,

¢ -
Stephanie Liu

ﬁ; Stephanie Liu

2
\ Great image! It helps tell a story| |
4

L9

e e | Cancel |
e, A

‘m

Compile your findings into a report or presentation summarizing the current
understanding of climate change impacts on biodiversity based on the
academic literature. You can change the image, include, delete, duplicate, etc.

Please you must include references to the articles you used and discuss any
conflicting viewpoints or gaps in research.
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The Maximum is 9 slides including front, index at the beginning and
References, greetings and contact details at the end. The following picture is
and example, some templates are free, find here the topic "Happy summer”

L l B A
i p
g [

Blappy - o et

Summer Fattem h
: /
K T LR R T g B Vo =
Iy s T
.k‘ R k" <L

Stide Title
Section Break Slide ‘,'l o

e e e T
i T e
H o @

ii [ o i

S i =N

Use the example, find here the emplate:

https://docs.google.com/presentation/d/1 7leG7vQNruGATabXvQm-4WalAll\V8
SX1KKWId8DTDY/template/preview

s Happy Summer Pattern - PFTMON & @ & ) -
Archive Editar Wer Insertar Formato Diapositive Organizar  Herramientas: Extensiones  Aylds

[ Presentagion | = | SO

S +t-s 28 @ Austar ~ B 9T BE @ N- B mm-| fondo | Disefio | Tema | Transicion

liisert the sub title of vour

presentation [ = — --_.%:

Happy
Summer Pattern

4V & \L

MEN.com

b
3

e X Haz clic vara afadir notas del crador

Now is the time to prepare yourselves in groups of two and Present it! Good
luck!
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B: Digital Communication

1: Activity: “Request a Place”

The objective of the following activity is to learn how to write a formal email.
The needs covered are, formal/informal digital communication to request a
place for one activity. According to the needs, the material needed to perform
the activity will be computers or tablets and mobile devices, with Internet
access. Active email account for each participant. This activity will take 20
minutes to perform.

Now is time to practice, first you have a suggestion with some details. The basic
structure of a formal email would be to include greetings, body of the message
and farewells. Then add the Subject with a brief and clear line text indicating
the purpose of the email. Greeting Formal, such as "Dear [Name]." After it you
can write the body, clear and direct information about the request. To end the
email farewell, be courteous, such as "Sincerely" or "Best regards." Finally your
signature with full name and contact information.
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l ud l Gmail Q_ Search mail

) =

I— Compose
) Primary
J Inbox
* Stared Picup Medi
©® Snoozed LnViral

Now your turn. Here is an example:
Subject: Request for Place in Dance Class
Dear [Name of Instructor or Person Responsible],

| am writing to you to request a place in the dance class that will be taught on
[days of the week] at [time] in [location].

| am passionate about dance and would love the opportunity to join your class
to improve my skills and enjoy the atmosphere.

| would appreciate it if you could inform me about availability and the steps to
follow to register.

| await your response.

Sincerely,

[Full name]

[Telephone contact]

[Email]

Individual Writing, please write their own email using the guide provided.

After finishing the group will review and Feedback.
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Participants exchange emails to review them and give constructive feedback.
Discuss as a group the strengths and areas for improvement. Send the Mail to
the participants and send the real email to the person in charge of the dance
class, or a test email to an instructor.

2: Activity: “Shall we have a meeting?”

The objective of the activity is how to create, schedule, and join an online
session and familiarize them with its basic features. We will use the most
popular one although there are many options: Google meet. The needs covered
are becoming comfortable with creating and managing Google Meet sessions,
enabling them to stay connected and engaged in the digital world to
communicate online. The material needed is Computers or tablets with internet
access and Google accounts for each participant.

Now is time to practice, this activity will take 30 minutes. Navigate to Gmail and
click on the 'Meet' icon located on the left panel. Select the meeting you wish to
join and click on 'Join now'.
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Another option is create it and be the host, open a web browser and go to
Google Meet.

o +
% meet.google.com/7pli=1 G & h o (o]
LH Google Meet 1325-Wed,16dug ~ @ @ © ] o

Secure video @

conferencing for everyone

collaborate and celebrate from anywhere with

Get a link that you can share
Click New meeting to get a link that you can send to
perople that you want to meet with

Click on "New meeting" and select "Create a meeting for later" or "Start an
instant meeting” o the option of the Google calendar.
Funded by the European Union. Views and opinions expressed are however those of the

Education and Culture Executive Agency (EACEA). Neither the European Union
nor EACEA can be held responsible for them.

31



Co-funded by
the European Union

Erasmus+Project Cybersecurity literacy to empower seniors
towards safe Digitalisation
N2 2023-1-CY01-KA210-ADU-000150806

32

We re-engineered the service we built for secure business
meetings, Google Meet, to make it free and available for all.

(<o) Create a meeting for later sde or link
-+ Start an instant meeting

] & Schedule in Google Calendar

(If you have the link provided then copy the link directly. Copy the
meeting link provided.)

I B hitps://meet googie.co Join

To join a Google Meet without a Google Account, the participant must receive a
conference link or code from the meeting host. It's important to note that these
users cannot initiate a meeting themselves. Also, they can only join a meeting
using the desktop version of Google Meet, as the mobile application is not
accessible without a Google Account.
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Now is time to create your own Google Meet sessions by following the steps

demonstrated.
X Addatitle |
el 9, 2024 11:308m a 12:30pm jul 9, 2024 Time zone
[ thee whhte o A=
x LW GoogleMeost > X
oo
Q

D
=
X

Scheduling a Google Meet: Open Google meet. Participants schedule a Google
Meet session, and invite 2 more partners from the class. Joining a Google Meet
Session . Check audio and video settings before joining. Ensure understanding
how to mute/unmute their microphone and turn their camera on/off. The chat
function, screen sharing, and changing the layout.

In groups of three practice online meetings together. Well Done!
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3. Activity: “Sharing my trip”

The order of activities can be altered according to your convenience. In that
case, we recommend you to perform the “Profile Creation" Activity 2, from next
section D: Digital Identity and after you create your profile (if you don't have any
already) then you should come back to this activity.

The objective of this activity is to learn how we communicate on Social Media.
To perform the activity the need covered is the ability to share information on
social media with security, and to be able to perform if the material needed will
be internet connection, laptop or tablet, and facebook profile. To make a post
with a photo, it is possible to edit the image from Facebook before publishing it,
as well as tag a person and add other elements.

Activity log

Biography = Information Friends 1 Photos & Archive More »

sy / '.!'.".\'-J|l').)lJl)li\2{:2?5(JI'\|‘)|'I('J[_l_;/\)ilf!:}c.;?/-l(.l{-.'(_'JI:'u'l'.‘
sitting -

V¥ important event

sople know mare i ; /
What are you thinking

= Feeling/

Publications
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# Create publicationto/video BiLive video
¥ Important event

@ Make a comment about this photo...

PHOTO UPLOADED TO
THE PUBLICATION

With  Who were you with?
B Photo/video &8 Tagging ami... = Feeling/...

To create a photo post on Facebook, you will need to follow these steps, this
activity will take 30 minutes.

First step is to Login Facebook. In the space that says “What are you thinking?”
Click Photo/Video. Select the photo you want to upload to the publication. (be
aware of pictures that show only people that already gave you consent to post
it. And try not to post children's faces). In any case you can practice with a
picture you took on your last trip with no people involved. If you want to edit the
photo, click on the small icon with the brush that says: Edit photo. The following
pictures will help you.

# Create publication (O] Photo/videaVideo live
v Important event

From the editing window it is possible to: add a filter, label, add text, crop the
photo and add emojis. After editing it, click Save. To add an emotion or activity
related to the photo, click Feeling/activity.
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Choose the location related to the publication that is made. For example, if you

put a photo about your trip you can choose the option location and add the
place.

Add to your post |J o vee

C: Digital identity

1. Activity: "Map Your Digital Footprint"

The objective of the following activity is to understand what information is
publicly available about oneself online. The need covered is the awareness of
one’s digital footprint and the importance of protecting personal information.To
perform it the materials needed will be computers/tablets with internet access,
projector/screen, paper, and pens.

Now is time to practice, the activity will take 20 minutes. Whenever you use the
Internet, you leave a trail of information known as your digital footprint. A digital
footprint grows in many ways: for example, when you post on social media,
subscribe to a newsletter, leave an online review, or shop online.
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Have learners search for their names on various search engines. Use search
engines to check your footprint. Enter your name in the search engines. Include
your first and last name and any variations in spelling. If you changed your
name, search for both your current and previous names. We can use: Brave,
Google, Yahoo, The following figures are examples with the name: Isabel

leandro.

& brave

Google

Isabel Leandra

0 Todo ks Imagenes Eh Noticias B Videos o Goggles

Spokeo
O spoKEn oM ®) eannr s R isabel l=andre

Isabel Leandro (6 matches): Phone Number, Email, Address - Spokeo

& racords for Isabel Leandro. Find Isabel Leandro’s phone number, address, and email on

Spokeo, the keading online directory for contact information

Instant Checkmate

Isabel Leandro Found! - See Phones, Email, Addresses, and Maore

We nave more than 1 record for Isabel Leandre. We show results for Isabel in the state of New

Jersey. and Isabel may be associated with a phone number with area coda 873.

] Facebook

|sabel Leandro | Facebook

See posts, photes and more on Facebook

izabel leandro x L = Q

Imagenes :

Isabel Leandro - Coordinador...  Isabel Leandro Garcia - D

B Linkzdin P [ Linvedin

6 imagenes mas v

Linkedin

hitps:i/es linkegin com ; issbelie

Isabel Leandro - Coordinador de gestion de proyecios
Experiencia - Grafica Inarcia Digital Coordinador de gestion de proyecios. Inercia Digital, nov.
2023 - actualidad & mes. Huelva, Andalucia, Espana.

Instagram
@) htps: am.coms k... - Traducir ssta pdgina §

Isabel Leandro (@igmleandro)
375 Followers. 590 Following, 16 Posis - Isabel Leandro (@igmleandro) on Instagram: ™

Linkedin
https://es linkedin com » lsabel » Leandro » es-0-Espafia  §
6 perfiles de «lsabel Leandro
Ve los perfiles de profesionales con &l nombre de «Isabel Leandroy en Linkedin Hay 6
profesionales con el nombre de <Isabel Leandrox que usan Linkedin para ...

0 Facebook
hitps:i/wnw facebask com ; lssbaiLe:

ro-Melgarejo-

Isabel Leandro Welgarejo
Isabel Leandro Melgarejo - Nutricionista Clinica en Hospital Nacional Edgarda Rebagliali
Martins - Empleo anferior: Nufricionista en Municipalidad de Lima

§ Escola Basica e
Secunddria do Cadaval

edaval
N

A4

o Vere

Isabel Leandro

como agar Guardar

Direccién: 2550-005 Cadaval, Portugal

Sugerir un cambio - ; Eres el propietaric de esta empresa?
Afadir informacién que falta

Afiadir nimero de teléfono del lugar

Afiadir horaric comercial

Afiadir silio web

Afiadir categoria

Preguntas y respuestas
Sé & primero en hacer una pregunta

Haz una pregunta
&) Enviar a tu teléfono Enviar

Las resefias no se verifican @

+ Aiedic resefi

Ver todas las resefias. 3
Otras personas también buscan
,— . ?‘ BE.’DS
i
Danigl Luis Carina Armando

Leandro  Manust Fonssca  Dos
LopesRo.  Amuitetura  Sanios
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Your name %, L+ | Signin 33 Vuhoof

www.facebook.com + public » Isabel-Leandro «

|sabel Leandro Profiles | Facebook

f people named Isabel Leandro. Join Facebook to connect with Isabel Leandro

peaple the power.

> View all

Note what personal information you find. Reviewing search results will give you
an idea of what information about you is publicly available. If any of the results
show you in a negative light, you can contact the site administrator to see if they
can remove it. Setting up Google Alerts (or any other engine you normally use)
is one way to keep an eye on your name. Review your social media privacy
settings and make sure they are at a level you are comfortable with. Delete
inactive accounts, to minimize your exposure to potential data breaches. Use
strong passwords and make sure you use different, strong passwords for each
account. Be aware of your online actions. It is important to be aware of your
online actions and how they can affect your digital footprint.

Discuss in small groups. How many times does your real name appear and is
related to what? Are there any pages you are not related to?

Discuss how this information could be used by others and the importance of
managing one's digital footprint. The digital footprint is the trail of data you leave
when you use the Internet. It is important to be aware of the importance of your
digital footprint and how it is used, and take steps to protect your privacy and
security online.
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2. Activity: “Profile Creation”

The Objective of this activity is to develop an online presence (profile) . The
needs covered are to evaluate the completeness and coherence of the created
profiles. The material needed will be a computer or tablet, with Internet
Connection.

Now is time to practice, this activity will take 30 minutes. Create or update their
Facebook profiles or equivalent profiles. This includes writing a compelling
headline, summary, listing work experiences, education, background, skills, and
obtaining recommendations. Then Follow few pages you are interested in.
Complete as much as possible your profile, and prepare the pictures you want
to upload. Here are some tips such as using a strong password. Don,t share.
Be careful with the information you share. You can use “Facebook support” for
any questions.

Find here a very useful link that could help to evaluate password security and
it can be useful for you in that activity process:

https://password.kaspersky.com/es/

The following pictures will help you to find the information to perform the activity.
First Open facebook page and click on create an account.
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facebook
Connect with friends and the world
around you on Facebook.

Forgol password?

Create new account

Then complete the information below:

Sign Up X
it quick and oasy
I
I
w @
Mar - 28 - 2023 -
)
Femalo Male Custom

Falaleoh Lagen men

By thenomg T U wras sgres b et Tarma, Briesoy Py asd) Coarkims
Bl Tans mias ravemies SASL B Fu sl Siaes sot dell ot skl sad s Tivsa

You will receive on your e-mail account a code that you need to introduce.
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Once it is created and open, you can start uploading the profile pictures, and
add your information on different sections, such as interests, background, etc.
H = e @ # o ¥
A stories & Rocls & Rooms Group conversations
- 4 Create new group
- Find frionds
2 [E\E} Share eroryay mormantts with friends and tarily
A Moo erent - - Y. maoiten chingigene dfver 34 hours
€) weicome r ‘1 () Revtes and resctiqra we private
o . ;:
@ Groups Croate story
3 Marketplace
> s
g Watch O E
@ sipitbis Remember Password
. et MNext time you log in on this brovser, just click your profile plcture
Vi instead of typing a password
P Pages OK Not Mow
aws L |

Share it with partners and try to find new friends!

3. Activity 3: Analysis Case Study
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The objective of this activity is to learn from real-world examples of digital
identity management to understand effective strategies and common pitfalls.
The needs covered are for the Participants that will analyze case studies of
public figures or companies that have successfully managed or damaged their
digital identities. This analysis will help participants identify key strategies,
understand the impact of digital identity on reputation, and apply these lessons
to their own digital identity management. To perform the activity the material
needed will be computer and Internet access. The activity will take 25 minutes
to perform it.

Now is time to practice. A variety of case studies that highlight both successful
and unsuccessful digital identity management. Here you can find a positive
case that shows Taylor Swift's strategic use of social media, NASA's
engagement on Twitter, or a company's successful crisis management like
Tylenol's response to tampering in the 1980s.

https://press.farm/taylor-swifts-social-media-strategy-for-success/
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Taylor Swift's Social Media Strategy: Leveraging
Platforms for Business Success

O

On the other hand, a negative Case, Elon Musk's controversial tweets, United
Airlines' response to passenger removal incidents, or a company's mishandling
of a data breach.

https://www.nytimes.com/2017/04/14/business/united-airlines-passenger-doctor.
html

Elon Musk criticized by civil rights groups
over claim that diversity efforts make flying
less safe

After reading the articles and discussing it, it is time to Research and Analysis.
Into small groups and assign each group a case study. Check with your group
the background, overview of the individual or company and their digital
presence before the incident. Check the incident and create a detailed
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description of the event that impacted their digital identity. Analyze the steps

taken to manage the situation, including social media posts, public statements,
and other digital communications. After it you can make an evaluation of the
results of these actions on their digital identity and reputation.

We all make a class discussion to compare different strategies and outcomes,
and discuss how these lessons can be applied to their own digital identities.

D: Privacy and Security

1. Activity: Password Challenge

B I

— y
o

The objective of the following activity is to create strong, memorable passwords
and understand the importance of password security. The needs covered are
the ability to create and manage strong passwords to enhance online security.
To perform the activity the materials Needed will be computers/tablets,
projector/screen, paper, and pens.This activity will take 20 minutes.

What makes a password strong? Tips include numbers, capital letters, symbols
and try to not use some details related to you. To generate a strong password it
is important to balance security with ease of remembering it.

Now we show you two different methods, method 1, use an easy-to-remember
phrase. Choose a meaningful phrase. It can be a phrase from a favorite song, a
popular saying, or something personal that is easy to remember. Example: "In
April there are a thousand flowers"Also shorten the sentence, such that we take
the first letter of each word and combine them. Example: "Eafm"
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Add numbers and symbols: Add some numbers and symbols to increase

security. Example: "Eafm2024#"

The second Method 2 is to use random words. Select random words and
choose four words that are unrelated but easy to remember. Example: "cat
moon river table" Or combine words, put the words together and add a number
and a symbol. Example: "GatoLunaRioTable!9"

Now find additional tips, and be sure to use a mix of uppercase and lowercase
letters. Avoid personal information. Do not use personal information such as
dates of birth, family names or addresses. Use a password manager: If the
elderly person has difficulty remembering multiple passwords, a password
manager can be a good solution.

Examples of strong passwords: (remember that you can use again the link we
to create the passwords with security checking:

https://password.kaspersky.com/es/

"COnchaC4r4col!23"

"P3rro&Gat0_456"

"Happy*Birthday2024"

These passwords are relatively easy to remember but sufficiently secure.

Create your own strong passwords using a mix of letters, numbers, and
symbols. Discuss best practices for password management.
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2. Activity: "Spot the Phish"

The objective of the activity is to recognize phishing emails and understand
how to respond to them. The Needs covered are to enhance the ability to
recognize phishing scams and take appropriate action. To perform the activity,
the materials needed are examples of phishing emails. This activity will take 30
minutes to complete.

In phishing emails, cyber criminals often ask for the following information, date
of birth, social security number, phone number, home address, credit card
details, login details, Password (or other information needed to reset your
password), also clicking an attachment, enabling macros in a Word document,
updating a password, responding to a social media friend or contact request,
connecting to a new Wi-Fi hot spot.

Now is time to practice, please check the following examples:
Example 1: Bank Alert
Subject: Urgent: Account Verification Required

Dear Customer,

We have detected unusual activity in your account and need you to verify your
identity to ensure the safety of your funds. Please click the link below to verify
your account information:

[Verify Your Account] http://santanderbank.com/rstcnn
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Failure to verify within 24 hours will result in the suspension of your account.

Thank you for your prompt attention to this matter.
Sincerely,Bank Security Team
Example 2: Invoice from a Known Company

Subject: Invoice Payment Due

Dear [Your Name],

Your invoice for the month of July is attached. Please ensure payment is made
by the due date to avoid any late fees.

[Download Invoice](http://PODIUM ENGINEERING LIMITED
company.com/invoice)

Thank you-
Best regards,

PODIUM ENGINEERING LIMITED Billing Department

Example 2: Social Media Notification
Subject: New Login Attempt from Device
Hi [Your Name],

We detected a login attempt from an unfamiliar device. If this was not you,
please secure your account by clicking the link below and updating your
security settings:

[Secure Your Account](http://facenonbooksocialmedia.com/security)
Thank you for keeping your account safe.
Best,

Facenonbook Support Team
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Now please work in pairs to identify phishing indicators. Discuss and detect

findings as a group. Find the following information in the previous emails:

Sense of urgency

Suspicious link

Generic greeting "Dear Customer"
Threats of account suspension
Unsolicited attachment or link
Generic or misspelled company name
Unusual or unfamiliar invoice details
Unsolicited security alert

Suspicious link

Generic greeting

Poor grammar or spelling errors
Reflection to share tips on how to handle suspicious emails.

3. Activity: "Safe or Unsafe”

The objective is to understand and practice safe browsing habits. The need
covered is the Knowledge of safe browsing practices to protect personal
information online. To perform the activityy, the materials needed are
computers/tablets, projector/screen, paper, and pens. This activity will take 25
minutes to complete.

Configure your browser safely: enable privacy and security on your browser,
and avoid the installation of untrustworthy extensions.
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Check and follow the following steps: We will divide the group into two groups.

1 CHROME and 2 MOZILLA.

Group 1 will use Google Chrome.

\E'j Google Chrome - Get a F

&« C O www

chrome |

- mAIS e the webl

Update Chrome: Go to Menu (three dots) > Help > About Google Chrome and
ensure you're using the latest version.

Enable Safe Browsing: Go to Settings > Privacy and security > Security.
Choose Enhanced protection under Safe Browsing. Block Third-Party Cookies:
Go to Settings > Privacy and security > Cookies and other site data. Select
Block third-party cookies.

Enable Do Not Track: Go to Settings > Privacy and security > Cookies and
other site data. Toggle on Send a "Do Not Track" request with your browsing
traffic. Clear Browsing Data: Go to Settings > Privacy and security > Clear
browsing data. Choose what to clear (e.g., browsing history, cookies, cached
images) and select Clear data.
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Group 2 we will use Mozilla Firefox

Update Firefox: Go to Menu (three lines) > Help > About Firefox to check for
updates. Enable Enhanced Tracking Protection: Go to Menu (three lines) >
Settings > Privacy & Security. Under Enhanced Tracking Protection, select
Strict. Block Cookies: Go to Settings > Privacy & Security > Cookies and Site
Data. Select Manage Exceptions to block specific cookies or Delete cookies
and site data when Firefox is closed. Clear Browsing Data: Go to Settings >
Privacy & Security > Cookies and Site Data.

4. Activity: Privacy Check-Up

The objective is to understand and manage privacy settings on social media
platforms. The need covered is the ability to effectively manage privacy settings
on social media platforms. To perform it the materials needed
areComputers/tablets with internet access. This activity will take approximately
25 minutes.

The importance of privacy settings on social media. Check preferences is
always the first step using social media, nowadays with the introduction of Al
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you must check and refuse or choose your security and privacy preferences.

This step is crucial for the future use of your profiles on Social Media platforms.

The privacy settings of popular social media platforms, we will divide the group

into two groups: 1 Facebook 2 Instagram). Adjust your settings to enhance
privacy.

£ JELEEEE @ = @ W ® )

Configuration and privacy Do you allow search engines outside of Facebook to link to your (:)
page?

Preferences

@ i

W) Reaction preferences Allow your page to be recommended to people who visit pages ()
similar

Q Notifications

@ Accessibility

BJ Multimedia content
Messages

@, Dark mode
Allow people and pages to send messages to your page? C

Audience and visibility
can see what you share on Facebook

® Details of the page

Qa How can thev find vou and

Before you start, be aware that Meta, the parent company of Facebook and
Instagram, has announced its intention to use user data to train its artificial
intelligence (Al) systems starting June 26, 2024. Below are the changes and
Steps to prevent your data from being used for this purpose. Meta will use all
posts, comments, audios and photos shared on Facebook and Instagram,
except private messages, to train its Al systems.

Process to reject: you must: Enter from your computer and click on the profile
photo. Go to “Settings and privacy” and select “Settings”. Select “Privacy Policy”
and then “Right to Object”. Fill out a small form specifying that you do not want
your data to be used to train Meta's Al.

Group 1: Facebook

Access Privacy Settings: Click the downward arrow at the top-right corner and

select Settings & Privacy > Settings. Privacy Checkup: Go to Settings & Privacy
> Privacy Checkup.

Follow the steps to review and adjust your settings for posts, profile information,
and more.
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Who Can See Your Posts: Go to Settings > Privacy. Under Your Activity, choose

who can see your future posts and limit the audience for past posts.

Group 2: Instagram

Manage your account

Age requirements
Account privacy

Share the locationr

T'wo-step authentication

Personalizing your experience

Delete followers

Manage phot n which you appear
I er comment

Deactivate comments

Choosing who can respond to your story

Access Privacy Settings: Go to your profile and tap the three horizontal lines at
the top-right corner. Select Settings > Privacy.

Private Account: Toggle on Private Account to make your posts visible only to
followers you approve.

Story Settings: Under Privacy > Story, choose who can see your stories, reply to
them, and share them.

Activity Status: Under Privacy > Activity Status, toggle off Show Activity Status
to hide your online status.
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Photos and Videos: Under Privacy > Posts, control who can tag you in photos

and videos and approve tags manually.

5. Activity: "Fact or Fiction”

FAKENEWS

The objective is to develop skills in critically evaluating the reliability of online
information. The need covered is Improved ability to critically evaluate the
reliability of online information. To perform the activity the Materials Needed are
computers/tablets, projector/screen. This activity will take 30 minutes to
complete.

The Society of Professional Journalists (SPJ) Code of Ethics is a guiding
principle for journalists, emphasizing the importance of public enlightenment,
accuracy, fairness, and transparency.

The code consists of four broad principles, which are supported by additional
explanations and position papers: https://www.spj.org/pdf/spj-code-of-ethics.pdf

Watch this video: Ethics 101: The 5 Core Values of Journalism

Fake news can easily proliferate, particularly in times of political turbulence and
instability. Take a look at the following examples of fake news:
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e Putting a Viral Video Clip of Biden in Context: A 10-second clip of Joe

Biden showed him delivering a quote devoid of the full context, which
construed his meaning.

e Fake Coronavirus Cures: A recipe circulating on social media claimed
that garlic cured coronavirus.

e False Claim That Wisconsin Counted More Votes Than Registered
Voters: A social media rumor incorrectly compared the number of
registered voters in 2018 to the number of votes cast in 2020.

After checking information and news, ask yourself and discuss in groups of 3
identifying fake news requires critical thinking and skepticism. Questions to ask
yourself to determine whether a piece of news is fake or credible:

What is the source of the news?
Is it from a reputable and well-known media outlet, or an obscure
website?
Is the author identified and credible?
Does the author have a track record of reliable reporting? Can you verify
their credentials?
Does the URL look suspicious?
Does the headline seem exaggerated or intended to provoke an
emotional response?
Are there spelling or grammatical errors?
Is the content logically consistent and coherent?
Does the story make sense as a whole, or are there contradictions and
logical fallacies?
Does the article cite credible sources?
Are the claims supported by quotes from experts, official statements, or
links to primary sources?
Can you find the same news reported by other reputable outlets?
Cross-check the story with multiple reliable sources to see if it is being
widely reported.
Are there embedded links that lead to supporting evidence?
What is the purpose of the article?
Does it aim to inform with factual reporting, or does it seem designed to
mislead, entertain, or push a specific agenda?
Does the article include a date and time stamp?
Does the news evoke a strong emotional reaction?
Are you inclined to believe the news because it aligns with your existing
beliefs?
e Are the images and videos in the article authentic?
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